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Implementing an IT Security Management plan is critical for any organization.  The IT Security Management plan should be tailored to each organization regardless of its size.  Training is a vital part of a successful IT Security Management plan, the frequency of training should be steady and consistent.  Training can also help security management and response personnel view their performance and address any deficiencies found (Eku, 2019). Any new technologies introduced should have a training plan and schedule in order to better train and prepare employees and users.  Teaching best security security practices should be engrained in the organization from top to bottom.  Educating employees on proper practices makes an organization less vulnerable to an attack when employees are better prepared and equipped to thwart an attack.
Prevention should also be included in the Security Management plan, which includes risk and vulnerability assessments as well as personal and physical security plans (Eku, 2019).  Risk assessments should be conducted on a regular basis and include inventory of the organizations IT assets and analyze all vulnerabilities and risks linked to each asset.  The more risk assessments conducted the more likely an organization can prevent an attack (Eku, 2019).  Organizations should always remain in a heightened alert status due to the frequency of attacks.  All steps and procedures should be planned before any attack happens and if an attack takes place the organization should immediately be prepared to implement its recovery procedures.
A Disaster recovery plan is an essential part of IT Security management, in the event of an attack or IT event all operations should continue as soon as possible.  Information on the systems and the network should be backed up and storage media should be utilized if needed.  Organizations should also implement their business continuity plan to ensure all personnel and assets are safeguarded. During an attack the key is regaining normal operations quickly. Proper steps must be implemented in order for the IT Security Management proposal to be successful.

Professor Comments 

,
[bookmark: _GoBack]Thank you for your work in that assignment. Starting from this week and all the way till week seven, we will start to work on "actual" plans for different areas and eventually these sections will be integrated into one final security plan. Your document is a good description of why we need a plan but that was not the plan. You need to write the plan and not just a generic one but for the case study you identified in week one. Hope that make sense.
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